
 
 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Summary 

Malaysia is the 25th largest exporter and the 26th largest importer in the world1.  It is strategically located in Southeast Asia 

along the Malacca Strait in a central location between the Indian Ocean and South China Sea.  It is estimated that $3.5-5 

trillion USD worth of global trade passes through the South China Sea every year. 

From a compliance risk perspective Malaysia has made strides in recent years with improving corporate governance, the 

perceptions of the rule of law and still needs to improve in the area of corruption.  For instance, the World Economic Forum’s 

(WEF) Global Competitiveness Report2 ranks Malaysia at 27 out of 141 countries analyzed for overall economic 

competitiveness.  Two of the top six problematic factors for doing business in Malaysia were listed as inefficient government 

bureaucracy (3rd) and corruption (6th).2 

Multi-national companies operating in Malaysia should have strong local internal controls in-place as well as periodic 

monitoring and independent auditing to ensure compliance with Customs and anti-corruption laws.           

General Country Information 

Malaysia has a total population of a little more than 32 million2 with a demographic composition of 50.1% Malay, 22.6% 

Chinese, 20.6% indigenous Bumiputras groups and other groups, and 6.7% Indian1.  Most of the population lives in urban 

areas near the coast.  Malaysia has one city, Kuala Lumpur, with more than 1,000,000 inhabitants.1  The official language is 

Malay, however roughly 60% of the population can speak English1.  Malaysia has a nominal GDP of $365.3 Billion USD 

($11,137 USD per capita)2, and it encompasses about 330,000 sq. km of land.1         

Governance and Regulatory 

Legislation 

The Companies Act 2016,3 Financial Services Act 2013 and Capital Markets and Services Act 2007 are the primary statutes 

on corporate governance in Malaysia and the guidelines are found in Bank Negara Malaysia’s Guidelines on Corporate 

Governance, Bursa Malaysia’s Main Market, Ace Market and Leap Market Listing Requirements and Code of Ethics for 

Company Directors issued by the Companies Commission of Malaysia.  The Companies Commission Malaysia is the main 

body responsible for administration and enforcement against companies and corporations, with Bank Negara Malaysia3 

regulating financial institutions and Securities Commissions3 and Bursa Malaysia3 regulating listed companies. In April 2017 

the Securities Commission Malaysia introduced a new Malaysian Code on Corporate Governance (“Code”)3.  Among other 

changes, the new Code does not allow the chairman of the board to be the chairman of the Audit Committee and companies 

are encouraged to establish a Risk Committee.    
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Environment 

The 2020 World Banks Ease of Doing Business2 Report (EDB Report) ranks Malaysia overall 12 out of 190 countries 

analyzed for regulations that are conducive in fostering business activities and those that constrain it.   

The World Bank’s 2018 Worldwide Governance Indicator (WGI)4 for Regulatory Quality (RQ), with -2.5 being weak and +2.5 

being strong governance performance, gave Malaysia a score of 0.68 which resulted in a ranking of 55 out of 209 countries 

analyzed.  This represented a significant improvement from the 2009 score of 0.30 and a ranking of 81 out of 210 countries 

that were analyzed.  The RQ indicator “Reflects perceptions of the ability of the government to formulate and implement 

sound policies and regulations that permit and promote private sector development”4.  

The 2018 WGI Rule of Law (RL) indicator gave Malaysia a score of 0.62 which resulted in a ranking of 54 out of 209 

countries analyzed.  This represented a significant improvement from the 2009 of 0.46 and ranking of 78 out of 212 

countries.  The RL indicator “Reflects perceptions of the extent to which agents have confidence in and abide by the rules of 

society, and in particular the quality of contract enforcement, property rights, the police, and the courts, as well as the 

likelihood of crime and violence”4. 

The 2018 WGI Government Effectiveness (GE) indicator gave Malaysia a score of 1.08 which resulted in a ranking of 40 (tied 

with Chile) out of 209 countries analyzed.  This represents a slight improvement in performance from the 2009 score of 0.98 

and ranking of 45 out of 210 countries.  The GE indicator “Reflects perceptions of the quality of public services, the quality of 

the civil service and the degree of its independence from political pressures, the quality of policy formulation and 

implementation, and the credibility of the government's commitment to such policies”4.    

Enforcement 

In Malim bin Mohamed lwn Pendakwaraya [2017] MLJU 71, the Companies Commission of Malaysia has convicted the 

director of Satang Holdings Berhad for the breach of Section 132(2)(c) of the Companies Act 1965 and Penal Code for 

diverting corporate opportunity to obtain personal benefit when he gave away the contract from the Government of Malaysia 

to GSE Engineering Sdn Bhd and Kobat Engineering Sdn Bhd. The punishment granted was a total of 6 months 

imprisonment and 4 strokes of whipping. 

In August 2018, the then group executive director of APL Industries Berhad was fined 7 million and sentenced to 5 years 

imprisonment for insider trading offences for disclosing proposed audit adjustment of the company.16 

GCSG’s Compliance Risk Index (CRI) analyzed eight independent factors to score the governance and regulatory area 

compliance risk5 level for Malaysia as Low. 

Bribery and Corruption 

Legislation 

The major legislation regulating corruption within Malaysia is the “Malaysian Anti-Corruption Commission Act of 2009” (the 

“MACC Act”) which was recently amended by the “Malaysian Anti-Corruption Commission (Amendment) Act 2018 (the “2018 

Amendment”)”.6 Police, prosecutors and Malaysian Anti-Corruption Commission7 have the authority to investigate corruption.  

The 2018 Amendment has, among other changes, added Section 17A to the MACC Act which introduces corporate liability 

for corrupt acts, in that a commercial organization may be liable for prosecution if a person associated with it commits a 

corrupt act so as to enable the organization to acquire or retain a contract or interest. Section 17A will be in force on 1 June 

2020. Prior to the 2018 Amendment, only individual liability existed for corrupt acts.  

Environment 

Transparency International’s 2019 Corruption Perceptions Index8, with zero being the most corrupt and 100 being the least 

corrupt, gave Malaysia a score of 53 which resulted in a ranking of 51 out of 180 countries surveyed.  This represents an 

equivalent risk to that found in the 2014 CPI with a score of 52 and ranking of 51 out of 174 countries surveyed.     

Trace International’s 2019 Bribery Risk Matrix8, with 100 being the most corrupt and zero being the least corrupt, gave 

Malaysia a score of 43 which resulted in a ranking of 58 out of 200 countries surveyed.  This represents a slight improvement 

over the 2014 score of 50 and ranking of 62 out of 197 countries surveyed.   

The 2018 WGI Control of Corruption indicator4, with -2.5 being weak and +2.5 being strong governance performance, gave 

Malaysia a score of 0.31 which resulted in a ranking of 76 out of 209 countries.  This represented a significant improvement 

from the 2009 score of -0.06 and a ranking of 91 out of 210 countries.  The WGI Control of Corruption indicator “Reflects 

perceptions of the extent to which public power is exercised for private gain, including both petty and grand forms of 

corruption, as well as "capture" of the state by elites and private interests”4.   

 



 

 

 
The 2016 WEF Enabling Trade Report10 (WEF Trade Report) listed corruption at the border as one of the most problematic 

factors for importing into Malaysia.     

Enforcement 

The current government has taken steps to hold the former Malaysian Prime Minister Najib Razak accountable over 

allegations of a multi-billion-dollar fraud involving the state investment fund 1MDB.  The 1MDB investment fund was 

established in 2009 when Mr. Razak was the prime minister.  In addition, in 2018 the Deputy Prime Minister was arrested for 

abuse of power and money laundering as well as the former Federal Territories Minister on corruption charges.   
GCSG’s Compliance Risk Index (CRI) analyzed four independent factors to score the bribery and corruption area 

compliance risk5 level for Malaysia as Moderate.  

Trade 

Legislation 

The Ministry of International Trade and Industry (“MITI”)9 is responsible for facilitating trade and the Royal Malaysian 

Customs Department (“RMDC”)9 is responsible for import and export clearance.  The Strategic Trade Act 20109 and Customs 

Act (1967)9 regulate exports and imports, while the Countervailing and Anti-Dumping Duties Act 19939 and Safeguards Act 

20069 provides for trade remedies.  Malaysia is a member of the WTO (1995) and ASEAN.9   

Environment 

Facilitation.  The WEF Trade Report10 gave Malaysia an overall score of 4.90, with 6.0 being the best and 2.9 being the 

worst scoring country in the index.  This places Malaysia in the upper third (37th out of 136) with the better performing 

economies that were evaluated for trade facilitation performance.  The top two most problematic factors for importing, noted 

in the WEF Trade Report, included tariffs and non-tariff barriers as well as burdensome import procedures.  Identifying 

potential markets and buyers, access to imported inputs at competitive prices, and burdensome procedures at foreign 

borders were the top three most problematic factors for exporting from Malaysia.  The EDB Report2 ranks Malaysia 49 out of 

190 countries for “trading across borders” which includes evaluating the time and cost to export and import.   

In 2019, Malaysia exported $238.1B and imported $204.B.1  Its top export destinations were China, Singapore, USA, Japan 

and Hong Kong and it’s top exports were integrated circuits, refined petroleum, office machine parts, petroleum gas, and 

palm oil.1  Malaysia’s seven (7) major maritime Federal ports are Port Klang, Johor Port, Port of Tanjung Pelepas, Kuantan 

Port, Penang Port, Bintulu Port and Kemaman Port.11    

Compliance.  While the United States and European Union have sanctions in place against individual persons and 

organizations throughout the world, neither has comprehensive country-level economic sanctions programs in place against 

Malaysia.12   However, a U.S. GAO report13 indicated Malaysia to be a country to watch as a transshipment hub14 with a 

potential for higher risk of illicit transshipment.  Malaysia is a party to the NPT, Biological Weapons Convention (BWC) and 

Chemical Weapons Convention (CWC) but is not a member of the multi-lateral export control regimes Nuclear Suppliers 

Group (NSG), Wassenaar Arrangement, Australia Group, or Missile Technology Control Regime (MTCR).15   

Enforcement 

On 29 June 2015, MITI had published its findings that the importation of certain hot rolled plates products is harmful to the 

domestic industry. As such, MITI imposed definitive safeguards duties for the importation of such hot rolled plate products on 

42 countries for a period of three years from 2 July 2015 to 1 July 2018.16 

On 13 April 2017, MITI further imposed the safeguards duties for the importation of steel wire rods and deformed bar in coils 

products imported into Malaysia from 42 countries for a period of three years from 15 April 2017 to 14 April 2020. 16 While the 

Steel Wire Association of Malaysia has filed a judicial review application against MITI’s decision, the application was 

dismissed by the High Court on 27 June 2018. 16  

On 13 April 2017, MITI also imposed safeguard duties for the importation of steel concrete reinforcing bar products from 40 

countries for a period of three years from 14 April 2017 to 13 April 2020.16 

The Customs Department have also recently conducted several high-profile seizures, including seizure of 21 luxury cars 

worth over RM12.2 million with forged import documents (Sep 2019),16 and seizure of contraband worth of RM100 million 

(Mar 2019).16 .  

GCSG’s Compliance Risk Index (CRI) analyzed five independent factors to score the trade compliance area risk5 level for 

Malaysia as Low. 



  

 
Financial 

Legislation 

The major legislation regulating money-laundering in Malaysia is the “Anti-Money Laundering, Anti-Terrorism Financing and 

Proceeds of Unlawful Activities Act 2001” (the “AMLA”).17  The AMLA establishes reporting requirements, investigation 

authority, and a forfeiture regime.  Malaysia is a member of the Financial Action Task Force (FATF) and the Asia/Pacific 

Group on Money Laundering (the “APG”).17  The main enforcement bodies that conduct investigations for AMLA offences 

include the police, Bank Negara Malaysia,17 and Malaysian Anti-Corruption Commission.17 

Environment 

Access to Finance.  The WEF Trade Report10 gave Malaysia a score of 5.0 (1-7 best) and a ranking of 20 out of 136 

economies for access to finance.   

Financial Secrecy and Money-Laundering.  The latest Financial Secrecy Index (FSI)18 gave Malaysia an overall score of 

352.69, with 1,575 being the most secret and 12 being the least secret country in the index.  This FSI score indicates a 

moderate concern for financial secrecy.  The 2019 International Narcotics Control Strategy Report19 (NCSR) lists Malaysia as 

a country of concern for money laundering activities.  The NCSR report on Malaysia said “is a highly open, upper-middle 

income economy with exposure to a range of money laundering threats.  The country’s porous land and sea borders, visa-

free entry policy for nationals from 160 countries, strategic geographic position, and well-developed financial system increase 

its vulnerability to domestic and transnational criminal activity…”   

Enforcement 

Malaysia pursued 488 non-drug related money laundering investigations in 2017 and a further 1,713 drug-related money 

laundering investigations resulting in 111 convictions.19 

GCSG’s Compliance Risk Index (CRI) analyzed two independent factors to score the financial area compliance risk5 level 

for Malaysia as Moderate. 

Data Privacy  

Legislation 

Matters relating to personal data protection in Malaysia are governed under the Personal Data Protection Act 2010 (PDPA),20 

which came into force on 15 November 2013, along with various other subsidiary legislation, notably the Personal Data 

Protection Regulations 2013.20 On 23 December 2015, the Personal Data Protection Commissioner issued the Personal Data 

Protection Standard  2015 which sets out the minimum requirements in relation to data security, data retention and data 

integrity.20  

On 12 February 2020, a public consultation paper was issued by the Personal Data Protection Commissioner to seek public 

feedback on proposed amendments to the PDPA which aim to strengthen the protection of personal data in Malaysia, in line 

with technological developments, as well as the European Union’s General Data Protection Regulations. 20 

Environment 

The DLA Piper data protection laws comparison world graphic lists Malaysia as “Robust” for data protection laws and 

enforcement.21 Comparitech’s assessment of privacy protection and the state of surveillance ranked Malaysia 43 out of 47 

countries included in the assessment with a score of 2.6 and a rating of “Some Safeguards/Weakened Protection.”.  Malaysia 

was in the bottom 5 of the non-EU countries listed in the assessment.  .21   

The Global Cybersecurity Index (GCI) 2018 lists Malaysia in Table 1 which indicates a high level of commitment to the five 

cybersecurity pillars rated in the index with a score of 0.893 and global rank of 8 out of 175 countries analyzed.21  The 

National Cyber Security Index (NCSI) gives Malaysia a score of 72.73 and a global rank of 19 out of 152 countries.  NCSI is 

“a global index, which measures the preparedness of countries to prevent cyber threats and manage cyber incidents.”21       

Enforcement 

The enforcement activities in relation to data privacy and cyber security in Malaysia are carried out by the Personal Data 

Protection Department which is an agency within the Ministry of Communications and Multimedia. Based on publicly 

available information, the Personal Data Protection Commissioner has taken action against five data users across a number 

of sectors, namely the services, education, tourism and hospitalities sectors, primarily for failure to be registered as data 

users and for not having a valid certificate of registration.22 

GCSG’s Compliance Risk Index (CRI) does not score the data privacy and cyber security area compliance risk5 level.  

 



 

 

 
Country Risk Rating 

GCSG’s Compliance Risk Index (CRI) analyzed 20 independent factors to score the overall compliance risk5 for Malaysia at 

5.09 (1-10 Highest).  This score assigns an overall Moderate compliance risk level for multi-national businesses operating 

within and/or conducting cross-border trade with entities operating within Malaysia. 

Note: GCSG’s third-party risk ranking tool, which assesses risk at the entity level, and due diligence reports also incorporate 

GCSG’s country Compliance Risk Index (CRI) scoring and can be used to further drill down on potential risks posed by your 

supply channel and sales channel third parties.  Click here to learn more.   
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